Checklist for Protection of Trade
Secrets in Employment Relationships
under Chinese Law
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Trade secrets are crucial in today's global competition and often determine its outcome. The following summarizes the relevant issues, general rules and legal basis for
the protection of trade secrets in Chinese employment relationships for the reference of practitioners:

HUREZEELSSERREFHEXERE, RAEM A, TXRELREREZ X RPN @ T RIPNE X WE, —RUALEREREHRISESE

No. Issues General Rules Legal Basis
HE W& — A R
1 “Trade Secret” “Trade Secret” refers to: Article 9 Paragraph 4 of the PRC
N2 » Technical information, management operation information or other Anti-Unfair Competition Law
commercial information (2019)
= that is unknown to the public, (hte N BRILAIE A IE Y34
* is of commercial value, and Y (2019) LB
= for which the right holder has taken corresponding confidentiality
measures.

“FNL AR R -
= RARRITRIZE,
= BAEMEME,
= FF BN NI I OR 255 95 It )
= RAGEE. @B FEEFRLER.

2 “Right Holder of “Right Holder of Trade Secret” refers to: Article 219 Paragraph 4 of the
Trade Secret’ = the owner of the trade secret, and PRC Criminal Law (2017)
“Ta ML b 22 BRI = the user of the trade secret who has been authorized by the owner of the (g4 A RILFIEFFVEY  (2017)
N trade secret. BH A I
“TE AR AR N R AR -
» AR ERIBTAE N, M Article 2 Paragraph 6 of the State
o R MR BT A N E] R ML RR A A, Administration for Industry and

Commerce on Several Provisions
on Prohibiting Infringements upon
Trade Secrets (1998) (EH % L

ITBUE B R R T 4R LR U LA 2
ITNMAETRE) (1998) 254

Pl IR
ESYaY ¢
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No.
i
3

Issues General Rules Legal Basis
W& — A TR

“Technical “Technical Information” refers to information in relation to technology such as  Article 1 Paragraph 1 of the

Information” information on: Provisions of the Supreme

“BAREER" = structures, People's Court on Several Issues
= raw materials, concerning the Application of Law

= components, in the Trial of Civil Cases of Trade

= formulations, Secrets Infringement (2020)

= materials, (e N kB oS T 8 BUR AU R b

= samples, PR I S P T I R

" patterns, HUE) (20200 Hi—%H—K

materials for propagation of new plant varieties,
processes,
methods or
their procedures, algorithms, data, computer programs and their relate
files, etc.
PAREERIBEEARERNEL, Hla5LTERKER:
= 5.
= 57,
= B,
= AR
= K.
= RS
TR ot A AL L
» TE.
JriE B
HOPBR, Sk, B¥E. tHENRER LA RO
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Issues General Rules Legal Basis

— A B
4 “Management “‘Management Operation Information” refers to information in relation to Article 1 Paragraphs 2 and 3 of
Operation management operation activities such as information on: the Provisions of the Supreme
Information” = creative ideas, People's Court on Several Issues
‘e s R * management, concerning the Application of Law
= sales, in the Trial of Civil Cases of Trade
= finances, Secrets Infringement (2020)
" plans, (e N kB oS T 8 BUR AU R b
" samples, , _ B RS G P T Bl R
» bidding and tendering materials, HEY (2020) H—&E— . =%

customer information (including customer names, addresses, contact
information, trade practices, intentions, contents, etc.),
= data, etc.

"GEBERIEESLEFEIHERIELR, HliSLITERIER:
= 8.
=EELIN
.
W4 55
7N
FEA
= FHBARA R
» RPEE CBREEFIARR, ik, BRT AL S B, Bl A
£ DN
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Legal Basis

Issues General Rules
244 — A
“Unknown to “Unknown to the Public” refers to that the right holder’s to be protected
the Public” information:
“AS NN AR BTN = at the time of the infringement
R = was not generally known and easily accessible to persons concerned in

the field to which such information belongs.
AN AARPFAE RGN E R R HE B -
= ERBUT R AR
= AN PITJE SR SN G 3t J BN 53R

Typical circumstances where information is known to the public:

= if the information is of general knowledge or industry practice in the field
to which it belongs;

= the information relates only to the product’s dimensions, structure,
materials, simple combinations of components, etc. that can be obtained
directly by the person concerned in the field to which the information
belongs by observing the product on the market;

= the information has been publicly disclosed in a publication or other
public media;

= the information has been made public through a public presentation,
exhibition, etc.; or

= the information can be obtained from other public sources by persons
concerned in the field to which it belongs.

5 RN A AR AN S A L«

» 245 BAE TR SURJE T — B IR AT AR Y

o S B LIRS ik AR SRR A S E N, TS
SAR G N SRE I g T i B AT ELAERAS s

» 1ZM5 B CEfE AT ARl HAb AR B A TT 3 ER 1

= ZEECEEATHIRE S RS NATTH; 5

= e U IR S S HAL 3 TSR TE T DASRAS 245 B

AR

Articles 3 and 4 of the Provisions
of the Supreme People's Court on
Several Issues concerning the
Application of Law in the Trial of
Civil Cases of Trade Secrets
Infringement (2020)

(i N RIE B o T8 BRAR AU R b
b B S R 3 VA T 1) R
ME) (20200 H=4. HIN%K
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Issues General Rules Legal Basis

)44 — A TR
6 “‘Commercial “‘Commercial Value” includes: Article 7 and Article 19 Paragraph
Value” = actual commercial, and 2 of the Provisions of the Supreme
“HA R E” = potential commercial value. People's Court on Several Issues
“FMEANME R - concerning the Application of Law
= ILSZRAE, 0 in the Trial of Civil Cases of Trade
o LR R Secrets Infringement (2020)

(i N RIE B o T8 BRAR AU R b
When judging the “Commercial Value”, the following factors shall be taken into % FFF SR FRHA T Wl 1)

account: ME) (2020) FHEH%. B %
= the cost for research and development of such trade secret, B

= the profitability by enforcing such trade secret,

= the obtainable benefits by enforcing such trade secret,

= the duration of maintaining the competitive advantage by enforcing such
trade secret,

= etc.

PRAFREDL A", AR R K
= % ML R FRIBIE T TR RRAS
Y AN Z S L&
= A1 B
= A EREFFIEFL I IS 1] 5
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Issues

General Rules Legal Basis

W&

Confidentiality

— A TR
“Corresponding Typical “Corresponding Confidentiality Measures” include: Article 6 of the Provisions of the
= Signing a confidentiality agreement or agreeing on confidentiality Supreme People's Court on
obligations in a contract; Several Issues concerning the

Measures”

“HH N PR 1

= Employees, former employees, suppliers, customers, visitors, etc., who  Application of Law in the Trial of
may have access to or may obtain, trade secrets, are required to maintain Civil Cases of Trade Secrets
confidentiality through enterprise’s articles of associations, training, rules Infringement (2020)

and regulations, written notifications, etc.; (i N RIE B o T8 BRAR AU R b
= Restricting visitors to confidential production and business premises such  Fj s FL g 22 (43E FH v 2 T o) [ i
as plants and workshops or segregating the management of them; HEY (2020) Hssk

= Distinguishing and managing trade secrets and their carriers by marking,
classifying, segregating, encrypting, and sealing them, as well as limiting
the range of persons who can have access to or can obtain them, etc.;

= Adopting measures such as prohibiting or restricting the use of, access
to, storage in or copying of computer equipment, electronic equipment,
network equipment, storage devices, software, etc. that may be used to
access to or obtain trade secrets;

= Requiring the departing employee to register, return, remove, destroy the
trade secrets and their carriers that he/she had access to or obtained,
and to continue to bear the obligation of confidentiality.

SR ) A N PR T LA

o BT R PP B E & R T 28 TR X551

ol AN ERE . BRI RESIEE . BT I, e, IR
W FRE L Ty AR Ty R & RUTE SR IR R 1

» PRI B AL A b B IR R U B AT X 2 B

= DIARid. 203K, BB, InwE. BHE. PRI AR Al SRE N R VG
J7a0, R LA K AR AT X 0 R B

= XFRe Rl SREE A T AN S . TR MRS 7
e BAAE, REVZEIEERERRGIMEE . U5 R0k, ISR

= ZURBIERG T80 JRIE. THBR. BB ml 2 SR 7 bk 2% B
I, dRERRAEIREE LS5 .
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Issues
W&

Confidentiality
agreements
and non-
competition
agreements
with employees

5578 iR

PR SCATSE b R Al
295

General Rules
— A
An employer and an employee may include in their employment contract
confidentiality provisions on the protection of the employer's trade secrets and
other confidential matters with regard to intellectual property.
PN B 555 538 ) AAE 55 3l 7] P 20 78 PR <5 TN SRS 1) e M A 285 M 5 a7
BURE 5 DR 25 S

In the confidentiality agreement with an employee, both parties may agree to
adjust the working position and change the relevant contents of the
employment contract within a certain period (no more than six months) before
the termination of the employment contract or after the employee requires to
terminate the employment contract.

555 e BT IR WS, W LAY EAE 557 3N & [R) 4 1L A B0 B L3R AR 55 5
HRER—EREN CRNEEANADY , B TERA, TR shE R
KN

Save for the non-competition covenant, no contractual penalty is allowed for a
confidentiality agreement between an employer and an employee. However, a
provision on the method for damage calculation in a confidentiality agreement
is not prohibited by law.

Bra VBRI L1 E SN, F BT 557 307 (8] i) DR DA R 20 8 i3
FHARZEIERE PR L E R I 2 I THER T

E44, (Hikf#

The personnel subject to non-competition covenant shall be limited to senior
management, senior technicians and other individuals with confidentiality
obligations.

Se b BRI N BRI NS A R BN R
I B

R RN RAEAl 7 PR

The scope, geographical limitations and term of the non-competition covenant
shall be legally and reasonably agreed upon by the employer and the
employee.

SeMVPRAIRIE L i IR B AL 557 3h & Sk & B E

Legal Basis
TR
Article 585 Paragraphs 1 and 2 of
the PRC Civil Code
(P NREME RZE M) B A
NTTFEE— =3

Article 23, 24 and 25 of the PRC
Labor Contract Law (2012)
(ae N RIEAE ST 3 & RlED
(2012) H_-+=%. FH 1+
%, BT

Article 6 to 10 of the Interpretation
of the Supreme People's Court on
Several Issues concerning the
Application of Law in the Trial of
Labor Dispute Cases (IV) (2013)
(e N BB o T 5 BE 5 B 4
S IERIEEE T 1 AR
(F0) ) (2013) HAFKEF %

Article 2 of the former Ministry of
Labor's Circular on Certain Issues
Concerning the Movement of
Enterprise Employees (1996)

JR 57 B TV IR TiRsh 4T
I R AN (1996) 4%
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Issues General Rules Legal Basis

W& — BN AR

After the rescission or termination of an employment contract, the non-
competition covenant period shall not exceed two years.

557 Bl R AR R O 1B Sl PR A PRSP PR AN — 4 .

During the term of post-employment non-competition covenant, the employer
shall pay the employee an economic compensation on a monthly basis (at
least at the rate of 30% of the average monthly wages of 12 months before
such employment contract is rescinded or terminated, and not lower than the
local minimum wage).

15 )5 55 84 TR Se MV BRI HIRR P9 N S0 3% H 45 T 57 s S5t ez (R R573)
BAET AN G FERREEE ZE AT+ A AP TH ) 30%, HAMET At kT
7 .

The employer may rescind the non-competition covenant during the post-
employment non-competition covenant period. However, the employee in
entitled to claim for an additional three-month economic compensation from
the employer. Therefore, if the rescission of the post-employment non-
competition covenant is wished. Such rescission should be declared at the
same time when terminating the employment contract in order to avoid the
payment of any additional economic compensation for non-competition
covenant.

FE )5 55 8 e R SE MV RR A IR Py, I N AT AR B el BRI B . E5730EH
B SR I N BAL RSN SAS 57 338 =4 H e LR fl e ez . BRIl 82
f iR JE 57 Sl a R SE LR, BOZAEARRR B 1R 57 B & RN — IR B AR, B4
SCAHEFTRA TV PR A 22 B A2

If an employee breaches the non-competition covenant, he/she shall pay
contractual penalty to the employer in accordance with their agreement.
Should the agreed contractual penalty be lower than the actual damages, the
employer may ask the arbitral tribunal or the court to make an increase.
Should the agreed contractual penalty be extraordinarily higher than the actual
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Issues

W&

Employer’'s
confidentiality
rules and
regulations
PN B R AR
5 |

General Rules Legal Basis
— A TR
damages, the employee may ask the arbitral tribunal or the court to make an
appropriate decrease.

S e GEMV R L1 [, A ML 5E [ NS ST L. AR E
HIE LR T SEPR BRI, N AL AT ATE SR A Bog s Re 7 AsE . 2R &
SE ML) G 7 i T LRI, RN SR AT DA SR A o B e T LAE 249

b,

Where an employee violates the non-competition covenant and thus pays the
relevant contractual penalty to the employer, the employer shall be entitled to
requesting the employee to continue the performance of the non-competition
covenant in accordance with their agreement.

AN RSN R 2w, mANRAS AT EAE)E, AN ANERTE)
AR R T AR SR JEAT O IR 1) 55 .

When adopting, revising and deciding rules or material matters that are Article 4 of the PRC Labor

directly related to the employees' immediate rights and interests, for ensuring  Contract Law (2012)

their validity the employer shall (pAe N\ BILAIE 5550 & [E)
= present such formulation, amendments and decisions to the employee (2012) #PU%

representative congress or all the employees for discussion,

= solicit their proposals and comments,

= determine after consultation with the labor union or employee
representative on the basis of equality,

= publicize or communicate to the employees relevant rules, regulations
and decisions on material matters.

FERIE . Bl P B K07 83 U) S A o 10 28 1 15 s B R I
N ORI R N A 2

= 2P TRFERZEH 2ER T,

= R TRMEML,

» 5TREERTARTEDREE,

= R ISR R BEM K TR E A7, BUE S RIDT B0
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11

Issues
W&
Parties
infringing trade
secrets
AR AR 1
F ik

Infringements
on trade
secrets

1R IU R ML AR E 1)
7

General Rules
— A
The parties infringing trade secrets include business operators and other
natural persons (i.e. including employees), legal persons and non-legal person
organizations than the business operators.
AL E W EREEEEEMEEH S ERN (MIEFET3E) |
Y NGIE IR PN A

A “business operator” refers to a natural or legal person or any other non-legal
person organization engaged in the manufacturing or trading of commodities
or the provision of services.

PFrB“G@E®”, REMNFERGAE. 2ESERLRSHBRAN. EANAEEAN
éE.//\O

Infringements on trade secrets include:
= obtaining a right holder's trade secrets by theft, bribery, frauds, coercion,
electronic intrusion or other improper means;
= disclosing, using, or allowing others to use a right holder's trade secrets
obtained by the means mentioned in the preceding paragraph;
= disclosing, using or allowing others to use a right holder's trade secrets in
violation of confidentiality obligations or the right holder's requirements on
keeping such trade secrets confidential;
= soliciting, inducing, or assisting another person to obtain, disclose, use,
or permit others to use the right holder's trade secrets in violation of the
obligation of confidentiality or the right holder's requirements on keeping
trade secrets confidential.
1R ML AR ES AT A AL
= DLEETT. K. HRVE. A
P LA
= PR, 0B S VRl NG DARD T BOER BRI B 7 LA 2
= i SOREE 55 BE 1 OB NG SRR ST DA B I EOR, e, (AR
FOVF b\ ASEFH BT B 40 0 L 2
= HR. FI5. WS R IR S5 AR AT AR T R ML AR

B AR A B HAAN IE 24 F BERBUBUR A

Legal Basis
B
Article 2 Paragraph 3 and Article 9
Paragraph 2 of the PRC Anti-
Unfair Competition Law (2019)
(e N RSEFE AN IE Y34
%) (2019) B ARE=E B
FEH K

Article 9 Paragraphs 1 and 3 of
the PRC Anti-Unfair Competition
Law (2019)

(R NRALAE AN IES 74
%) (2019) FBILELE—. =K
Article 8 and 9 of the Provisions of
the Supreme People's Court on
Several Issues concerning the
Application of Law in the Trial of
Civil Cases of Trade Secrets
Infringement (2020)

(e N RERE S T BRI R L
il B S0 P VA A A T ) L)
ME) (20200 H/N\%. HILK
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Issues General Rules Legal Basis
W& — A TR
B, BRE. R R B SRR A AE AU AR

Where a third party knows or should know that an employee or former
employee of the right holder of trade secrets or any other entity or individual
conducts any of the acts specified above, but still obtains, discloses, uses or
allows any other party to use such trade secrets, such act shall be deemed
infringement of trade secrets.

S = NN m N R s AR B AR N A T i B e HAd By . A S
ERAT Oy, U5ERER. PR, AERTEGE SOV N R LA E Y, ORI

The obtainment of the right holder's trade secrets in a manner contrary to the
statutory provisions or recognized business ethics constitutes infringement on
trade secrets, i.e. the obtainment of the right holder's trade secrets by other
improper means.

DU B2 e ml 2 DA PR e L A 10 77 SR EUBCR N ) R ML AR BR 1, ) AR
JURDAR R, R0 DA A AN IE 24T BERBUBUR N F R AR 2

The direct use of the right holder's trade secrets in production and business
activities, or the use of the right holder's trade secrets after modification or
improvement, or the adjustment, optimization or improvement of relevant
production and business activities based on the right holder's trade secrets,
constitutes the use of the right holder's trade secrets.

FEAE PG EE B T B AR I R R 5, B W ASUR) N ) e b Rl 2 i3 AT
B BUHEMEE, SEERESRR AR R, . SufE R4 E
EIEBN, MR AR N B R ML AR
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Issues
W&

Consequences,
remedies and
statute of
limitations
when an
employee
violates
confidentiality
agreement with
his/her
employer
SahFiEREH
N B 8] PR 2
WIER . #it
BiE. W

General Rules
— BN

Where an employee violates the confidential matters stipulated in his/her
employment contract, causing any economic loss to the employer, the
employee shall pay compensation to the employer according to the relevant
provisions of the Anti-Unfair Competition Law.
57 & E R T B E A 45 IR I, 0 NG R BE IR I, 42 (R
AIEBFEPEY BRI E ST NI S

The compensation amount shall be based on the actual losses suffered by the
right holder as a result of the infringement by the infringer; where it is difficult
to calculate the actual losses, such amount shall be determined in accordance
with the benefits obtained by the infringer from the infringement. Where an
infringer is malicious and if the circumstance is serious, the amount of
compensation may be determined between one time and five times the
amount determined according to the above method. The compensation
amount shall also include the reasonable expenses paid by the right holder to
stop the infringement (e.g. legal expenses).

TR A UM N 453 2K 10 B8R 4 HE EG R ABARAS P 32 B SE PR R 5 s SR 4 2k A DA
TR, ZBRBNBIRBIT SRS B i € o RN R S 4R JU i L A
174, TETEER, A CAESZ R BIR TV E BUA — £ DL b T A DL R E I
EHCI. T EABUNE B 24 B AFE AR A i L ARBUAT BT SO & BT 3 (il
FREAD .

Where it is difficult to determine the actual losses suffered by the right holder
or the benefits obtained by the infringer from the infringement, the court may
award the right holder up to CNY 5 million in damages, depending on the
seriousness of the infringement.

RN B AR AT 32 B SEFRai 2« ARALN PR BT 3RAF 1) 2 3 LA € 1,
1 A BRIEBEARSE R AT A 15 35 4 Peds T AR T 73 70 B R £

Where an employee causes economic losses to the employer for his/her own
reason, the employer may require the employee to compensate such losses
as agreed in the employment contract. The compensation for economic losses

Legal Basis
AR
Article 17 of the PRC Anti-Unfair
Competition Law (2019)
(e N IRFEANE A IE 55 4
%) (2019) H-t%

Article 39 of the PRC Labor
Contract Law (2012)

(ae N RIEAE ST 3 & RlED
(2012) HE=+.%

Article 27 of the PRC Law on
Mediation and Arbitration of Labor
Disputes (2007)

(A N R A ] 55 3 4 S0 i i
#Hik) (2007) HF_o+E%

Article 5 of the Circular of the
Former Ministry of Labor on the
Release of the Rules Governing
Compensation for Losses
Resulting from Violation of Labor
Contract Stipulations of the Labor
Law (1995)

JR55ahi G <55shik>H K5
B & IR E IR M%) (1995)
EENIb S

Article 16 of the Interim Provisions
on the Payment of Remuneration
of the former Ministry of Labor
(1994)
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Issues General Rules Legal Basis

24 — AR TR
may be deducted from the remuneration of such employee, provided that the B shE ( LR AT EATHE D
amount to be deducted every month shall not be more than 20% of the net (1994) 1752
remuneration of the current month of the employee. Where the remaining
remuneration after deduction is lower than the local minimum standard for Letter of the General Office of the
monthly remuneration, the minimum standard shall be followed when paying Ministry of Labor and Social
remuneration. Security on Issues concerning

R 55 3 A8 N R R 25 N A i i Br a2k 1, N R T #2855 30 & [F] 1 2 Trade Secret Infringement in

EBOR KA TR . BV RURIIGERS, AT E AR N LERHIkR. {5 Labor Dispute Cases (1999)

B HMBRHA D A 57808 24 i TR 20%. ke RRAR TR S  Falitt S RER AT R T53)

KT 2t H B AR T bR, MR AR T R AR A . Gl S P B A B AR A i) )
PR (1999)

An employer may immediately rescind the labor contract by a written notice

without paying economic compensation if by violating confidentiality

agreement the employee materially breaches the employer's rules and

regulations, causes substantial loss to the employer due to his/her serious

dereliction of duty or engagement in graft for personal gain, frauds or is

subject to criminal liability.

B 577 5y 2 1 S DR B A ™ B i S P N B A B b B2 L PR B R ER, B RA SR

RN BALE RS IV EE TN E TS, N AT 37 B H o %0

R HS5 BN &, TAAT AT AME .

In addition, the right holder may also request a ruling/judgment against the
infringer to stop the breach/infringement, return or destroy the trade secret
carrier, and erase the trade secret information under its control.

WAL, BRI NGB AT SRR A AR AN B LA MRBAT . IRIE B B
AR L TERR AR B A (S R

If a labor dispute arises as a result of the infringement of the employer's trade
secrets due to an employee’s violation of the confidentiality agreement in the
employment contract, the parties concerned may apply to the labor dispute
arbitration committee for arbitration.
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13

Issues

W&

Liability,
remedies,
statute of
limitations for
infringement on
trade secrets of
the former
employer by an
employee itself
or jointly with
his/her new
employer
FENAEE
W PNG R TR
EEEZ (WP
AN 1) T I i 5 1)
AT Robrig
7 B3

General Rules

— BN
55 B T B TR A R R ST DAL L0, 38 B B e M R 2 AR
FMRAETTANFW, N 7573 G A= H I .

The time limit for application for arbitration on labor disputes is one year.

55 Bl UL P I RO R D — 4R

A new employer shall bear tort liability for any damage caused by its employee
due to infringement on trade secrets of the employee’s former employers in
the course of the employee’s performance of his/her work duties. After the
new employer has assumed the tort liability, it may recover from the employee
with intentional misconduct or gross negligence.

55 BN R HAT H TARE SR AL H N AL A % s i 35 10, T A
BRI BT NBAKIERNTHEG, 7T LA A SOl =k
55 s B A .

Where a new employer knows or should know that an employee or former
employee of the right holder of trade secrets conducts any infringement on
trade secrets of the right holder, but still obtains, discloses, uses or allows any
other party to use such trade secrets, such practice shall be deemed
infringement of trade secrets by the new employer itself.

5 PN B Y R o 2 26 e LR AR NI B L 7 5 SR SR R L
MR HIAT N, VDRI, PiEE . A B sVl S A A A 1, e
NEAL H SR IUR AR o

Where any employer employs an employee, whose labor contract with the
former employer has not been terminated yet, causing any economic loss to
the former employer out of obtaining trade secrets, the employee shall be
directly liable for the compensation for such loss and the new employer shall
bear joint and several liability for the compensation. The portion of such joint
and several liability shall not be less than 70% of the total economic loss
caused to the former employer.

Legal Basis

AR

Article 188 and Article 1191 of the
PRC Civil Code (2019)
(e N R AR Rk i)
(2019) HE—H/N\T/)\%. F—T
—HILt—%

Article 17 of the PRC Anti-Unfair
Competition Law (2019)

(e N B FLANE SR IE 255 4
%) (2019) H+t%

Article 6 of Circular of the Former
Ministry of Labor on the Release
of the Rules Governing
Compensation for Losses
Resulting from Violation of Labor
Contract Stipulations of the Labor
Law (1995)

JRE7 a8 R T kA (i e <55 3hiZk
> K557 Bl IR E R A i)
(R (1995) #AN%%
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Issues

W&

General Rules
— AN
FAN B0 F R R RR 55 3 & TR 57 30 2, DRI SR RS b Ak 2 0 Ji N it B
LUK, BRiZSy sh& A BRI TR AL, 12FH N R . 2 K P s i £
TR T T ) A BB, ANISTx i N A i il B i 2R s B B e 2B
T

The compensation amount shall be based on the actual losses suffered by the
right holder as a result of the infringement by the infringer; where it is difficult
to calculate the actual losses, such amount shall be determined in accordance
with the benefits obtained by the infringer from the infringement. Where an
infringer is malicious and if the circumstance is serious, the amount of
compensation may be determined between one time and five times the
amount determined according to the above method. The compensation
amount shall also include the reasonable expenses paid by the right holder to
stop the infringement (e.g. legal expenses).

VR A UM N 453 2K ) B8R 4 I EG R ABARASL P 32 B ) SE i R 5« SR 4 2k A A
TR, RN BRI SRAS A 2800 E o« RN TR LA A0 i A
174, TETEER, A CAESZ IR EaR TV e BRI — £ DL b T A DL R E I
RO WA BRI L 4 A FE BRI N Il AR BT 9 Bl SEAS RO & BTS2 (il
FREAD .

Where it is difficult to determine the actual losses suffered by the right holder
or the benefits obtained by the infringer from the infringement, the court may
award the right holder up to CNY 5 million in damages, depending on the
seriousness of the infringement.

M N BRI A T 32 B SEFRR 2%« ARAN BER BUITSRAT B A 2 3 LA 7€ 1,
H N BRIEBEARYE R BT 15 75 2 s TAURI T J3 70 AT BT £

In addition, the right holder may also request a ruling/judgment against the
infringer to stop the infringement, return or destroy the trade secret carrier,
and erase the trade secret information under its control.

BeAt, BRI KRB PARANAF IERAUT N 3R IE B 4 S L A %
AR E BRI R AR S R

Legal Basis

AR
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15

Issues

W&

Administrative
penalties and
statute of
limitations for
infringement on
trade secrets
XA AU R MV 25
AT AT BUG T
LR

Criminal liability
for infringement
on trade
secrets, statute
of limitations for
prosecution
AU LA 1)
HHEIE B
I 2

General Rules

— BN

The general statute of limitations for the right holder’s application for legal
protection by court shall be three years.

BRI 160 N BRIRBEE 3R DR B SAUR 1 — B VRV I 28 ) =4

Where a business operator or any other natural person, legal person or non-
legal person organization infringes any trade secret, the supervision and

inspection authority (i.e. the Administration for Market Regulation) shall order it
to cease the illegal act, confiscate the illegal gains and impose on it a fine of at

least CNY100,000 up to CNY 1 million; where the circumstance is serious,
the fine shall be at least CNY 500,000 up to CNY 5 million.
KEFHUUSHAMERN . EAMAENHAZUR U AR K, BB R AT

(iR EERR) FIEEdAT N, ’BGEERS, &+ A b—a
JITCLAN BT K EE R, AT c A ETUE T AR
Where an unlawful act is not discovered within two years, an administrative
penalty will not be imposed.

HIEATNE N REORILIN, AEES TATBURT

Where an individual infringes on trade secrets and thus causes heavy losses
to the right holder (e.g. CNY 300,000 or above), and if it constitutes the crime
of infringement on trade secrets, the individual shall be sentenced to fixed-
term imprisonment of up to three years or criminal detention and/or be fined; if
the consequences are particularly serious, he/she shall be sentenced to fixed-
term imprisonment of more than three years up to seven years and be fined.
MM TN AR EAT Sy, FERRAE KL (Fln 300,000 7o AR EAED
M BARIE R ML AR AR, Ab =4 BL A HIAE M B 404, AL Ei S AT 4
& BRI IR, = BB AN, R T4

Where an entity commits the crime of infringement on trade secrets, it shall be
fined, and the persons in charge and the other persons who are directly

Legal Basis

AR

Article 21 of the PRC Anti-Unfair
Competition Law (2019)

(e N RIEEFE A IE S F 4+
%) (2019) o +—%

Article 29 of the PRC Law on
Administrative Penalties (2017)
(e N RILAE AT BUL 1)

(2017) HF sk

Article 87, 89, 219 and 220 of the
PRC Criminal Law (2017)

(i NERFLAETREY  (2017)
FINTL%K BNTIE EZBE
— 1%k FoAE %

Decision of the Supreme People's
Procuratorate and the Ministry of
Public Security on Amending the
Criteria for Filing and Prosecuting
Criminal Cases Involving
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Burden of proof
in civil cases of
trade secret
infringement
BRI ML AR R
HEMZHETT
1

General Rules

— A
responsible for the crime shall be punished in accordance with the above
provisions.

AARRIC R LA AR A, X AL RIAE T <, R E AR ST B A
i ERTEN R L e b

The statute of limitations for prosecuting the crime of infringement on trade
secrets shall be ten years.

XHR IR LAk AR AIE VRIS RO+ 4R

During civil trials of infringement of trade secrets, where the preliminary
evidence provided by a right holder of trade secrets can prove that the right
holder has taken measures to keep the confidentiality of the trade secrets and
can reasonably indicate that such trade secrets have been infringed, the
alleged infringer shall prove that the trade secrets claimed by the right holder
do not fall with the scope of trade secrets as provided in this Law.

FEAR AU AR 2 () B o HIRE by, R ARE BN N SR AL RS, ERIHE
200 E IR R AR KBRS HE T, BA BRI R URAL, PRI AL
N2 E BASUR) N BT 2 7 B 7o LA 25 AN J& T AT 5 1) e ML A5

Where the right holder of trade secrets provides preliminary evidence that can
reasonably indicate that the trade secrets have been infringed and provides
one of the following pieces of evidence, the alleged infringer shall prove that
there is no infringement of any trade secret:

= there is evidence showing that the alleged infringer has access to or

opportunities to obtain such trade secrets and the information used by the

alleged infringer is substantially identical to such trade secrets;

= there is evidence showing that such trade secrets have been or have the

possible risk of being disclosed or used by the alleged infringer;
= there is any other evidence showing that such trade secrets have been
infringed by the alleged infringer.
P ML A B N SR AT RS A BER B i ML A S 4RI, HAR Bt LA NS 2 —
1, PR NS ZE B AR AER AL B AR 2 AT -

Legal Basis
TR
Infringement on Trade Secrets
(2020)

(I NRERE. AL RTB
BN &G vl SEN
e E Y (2020)

Article 32 of the PRC Anti-Unfair
Competition Law (2019)
(Hrae N RFEANE AN IE 2455 4
) (2019) F=+ 4%

Article 24 of the Provisions of the
Supreme People's Court on
Several Issues concerning the
Application of Law in the Trial of
Civil Cases of Trade Secrets
Infringement (2020)

(ol e N RIE B o6 T A BRAR AU R Mk
b B 22 o VA 1) A
ME) (2020) % —+PU%
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Application for
relevant
compulsory
measures
A L
i

General Rules
— AN
» IR R A AR BN R IE B E LR A, B ARG R
R AR S AR TR
» IR R AL C AP AR BN RS . (B e . 1
P 5
= G HARUE 4 2 BH R AR R W AR AN AR IR -

If the right holder has provided preliminary evidence of the infringer's profits
gained as a result of the infringement, but the books and information relating
to the infringement of trade secrets are in the infringer's possession, the court
may, upon the right holder's application, order the infringer to provide such
books and information. If the infringer, without justifiable reasons, refuses to
provide, or fails to provide truthfully, the court may, on the basis of the right
holder's claim and the evidence provided, determine the benefits that the
infringer has obtained as a result of the infringement.

BN B 2R RN PR ERAG R 2t MR E YR, (B S5 R IUR LA 4T
NFREIKEE . BRI ERR, ANRIEG T CARGESCR K s, 519
RANRMEZKE . TRl RN TCIE 43 iR AR EEE A s i, A
BB AT AR AR 1 32 SR AR AL AR 3 DA 8 1R MR AT 3R A5 1 F 2 o

Where the infringer attempts or has improperly obtained, disclosed, used or
allowed others to use the trade secrets claimed by the right holder and where
failure to take preservation measures to prohibit such acts will make it difficult
to enforce the judgment or cause other damage to the parties concerned, or
will cause irreparable damage to the legitimate rights and interests of the right
holder, the court may rule to take preservation measures to prohibit such acts
in accordance with law. In case of emergency, the court shall make a ruling
within forty-eight hours.

RN E B FH DL UANIE L TFBARI. PR, 8 HEEE Rvr i A ABFIA
T TR AL AR RS, ASREUT g OR A4 it 2 15 4 e stk APAAT B 1 R 2 5 N H
AR, B BRI RS2 i 32 B ME LR A MR 1), N RGBT AT A

Legal Basis

AR

Article 100 and 101 of the PRC
Civil Procedure Law (2017)

(e N R ILAE RFRAE)
(2017) %£—H%. £ —HEF %

Article 15 of the Provisions of the
Supreme People's Court on
Several Issues concerning the
Application of Law in the Trial of
Civil Cases of Trade Secrets
Infringement (2020)
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Trial in camera
ANATFFH B

General Rules
— AL
M e AT MR . BOLEER, ANRIERRI SN+ )N AR H
e

Upon application, cases involving trade secrets may be tried under exclusion
of the public.

ZHTE, WAL A A AT B,

Legal Basis

B
(e N Rk oS T H BUR U R
b R A VA A A T I R
M) (2020) FH+Fik

Article 26 of the PRC Law on
Mediation and Arbitration of Labor
Disputes (2007)

(A N R A ] 55 3l 4 SR i i
k) (2007) A%

Article 134 Paragraph 2 of the
PRC Civil Procedure Law (2017)

(e N R AN E REHIFIAE)
(2017) FHE—H =144 &

Article 54 Paragraph 2 of the PRC
Administrative Procedure Law
(2017)

(e N RS A EATBORA )
(2017) SHHPUZKEH K

Article 188 Paragraph 1 of the
PRC Criminal Procedure Law
(2018)

(e N B IE A E R S RA )
(2018) ZHE—H/)\+/\&FE &K
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